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Introduction

Background of the Research

Along with the development of science and technology, especially in
the era of technology evolution 4.0, humans’ social and economic life
experiences massive changes, more conveniently. Technology solutions
weave through almost all aspects of daily life, such as in payment,
communication, e-commerce, e-government, etc. The more people use
technology daily, the more data is generated. According to Exploding
Topics?), an analytics company specializing in emerging trend identi—
fication, approximately 402.74 million terabytes of global data are
generated daily, amounting to around 147 zettabytes annually. Since
2010, the volume of data produced has shown a consistent upward
trend, with 90% of the world's data generated in just the last two
years alone. Personal data is increasingly recognized as more valuable
in the digital era, reflecting its rising significance and economic
potential. As the digital economy advances, personal data increasingly
signifies a valuable asset for individuals and a vital resource for
organizations. This data facilitates greater access to a diverse customer
base, enhancing and optimizing business strategies. However, the rapid
expansion of cyber infrastructure presents numerous legal challenges,
particularly concerning privacy rights, information security, and the

obligations related to data protection. Thus, how to utilize data

1) Fabio Duarte (2025), “Amount of Data Created Daily (2024)". Exploding Topics, 8 March 2025,
https://explodingtopics.com/blog/data—generated—per—day.



sufficiently and enhance data privacy creates double-sided issues.

In the context of technology development, digital transformation
becomes an essential requirement for social and economic
development, rather than an optional choice. Vietnam cannot step
outside of this tendency since the country aims to convert innovation,
digital ~ transformation, and national science and technology
development into the motivation and decisive factor for economic
development?). As a key player in the global tech landscaped),
Vietnam has drawn an image of an active digital economy, especially
in the finance and banking sector, with over 87% of adults having bank
accounts, over 95% of transactions processed through digital channels
in many financial institutions, and over 100% of annual average growth
rate in mobile payment transactions and QR code payments in the
phase of 2017-2023. In addition, banking technology infrastructure is
regularly upgraded and developed. The interbank electronic payment
system processes an average of VND 830 trillion per day (equivalent
to US$40 billion), and the electronic clearing and settlement system
processes an average of 20-25 million daily transactions.

However, due to the technology development associated with many
potential risks, including misused and unauthorized identification
utilization, and a lack of an efficient legal framework for personal data
protection and sufficient financial education policies, financial
consumers remain vulnerable in the digital finance and banking era, as
evidenced by various factors.

Firstly, the increasing cases of misused and unauthorized identification

2) Resolution No.57-NQ/TW, signed by Party General Secretary To Lam on December 22, considers
science and technology, innovation and digital transformation as the decisive factor for development.

3) Samaya Dharmaraj (2025), “Vietnam: A Major Player in the Global Tech Landscape”. Opengovasia,
https://opengovasia.com/2025/01/25/vietnam-a-major-player-in-the-global-tech-landscape, (accessed in
June 29, 2025)



utilization in Vietnam, especially in financial transactions, have recently
raised more concerns than before. The finance and banking industry
remains the targeted sector for sales of personal information and
corporate documents on various online platforms. According to the
survey conducted in 2023 by the Global Anti-Scam Alliance (GASA)
with the support of Chongluadao.vn, identity theft was among the top
3 most common scams in Vietnam and had the most impact
compared to other types of scams. In 2024, 134 cases of data
breaches potentially leading to misused and unauthorized identification
utilization have been revealed in Viettel Threat Intelligence Report
2024, with approximately 294 million personal data records, equivalent
to 184.3 gigabytes?. The case of data breaches in the sales service
sector occupied the highest number, with 51 cases and 29 million
personal data records. In addition, misused and unauthorized
identification utilization has become a crucial link in the chain of
financial scam processes. This deception created a barrier to hide the
fraudsters’ identities and trace the fraud-related transactions, such as
making a fake account with a correct stolen ID card but a different ID
image, utilizing proper banking accounts with unauthorized consent,
etc.

Furthermore, the data subjects are still in a negative position to
implement their data-related rights when dealing with misused and
unauthorized identification utilization in Vietnam. There are no further
options that support the data subjects in the case where their ID
information has been misused or utilized without their proper consent,
except for the advice of waiting for the investigation results from the

Investigation Authority of the Ministry of Public Security if they report

4) According to Viettel Threat Intelligence Report 2024 published by Viettel Security. https://services.viettel
cybersecurity.com/bao-cao-tinh-hinh—nguy-co-attt-vietnam-2024



their fraud cases. According to the GASA survey, reporting a minor
loss is frequently challenging, time—consuming, and expensive.

Secondly, after the blooming of the internet in 2010, e-commerce
and e-payment in the period 2020-2024, the Vietnamese government
officially issued the first—ever regulation related to personal data
protection, namely Decree No.13 dated 17 April 2023, followed by the
Data Law issued in 2024 and Personal Data Protection Law approved
by Vietnamese's Assembly in June 2025. However, during the
implementation process, the current legal framework related to data
privacy and protection has shown some obstacles and legal gaps
regarding data control rights, responsibilities of all stakeholders, and
detailed guidelines for implementation, which are regulated in the
suitable sub-laws. Notably, the lack of the right to data portability
leads to a competitive limitation in providing financial services and a
less powerful condition of the data subject when controlling and
managing their data.

Thirdly, the increase in identity theft cases has strong linkages with
the lack of keen awareness of stakeholders involved in personal data
protection issues, including data subjects and data processors.
Specifically, Vietnam’'s population is ranked third in Southeast Asia and
16th globally, with 101 million in 2025%), most of whom live in rural
areas. A considerable number of citizens remain indifferent to the
protection of their personal information, especially in cyberspace. Many
still carelessly share their details on social media platforms, unconsciously
click on harmful links, or even undoubtedly provide some essential
information like OTP and account passwords, resulting in the leakage

and exposure of sensitive data and indirectly exacerbating the pressing

5) https://www.worldometers.info/world-population/
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issue of the illegal trading of personal information. In addition, the
awareness of personal data protection among companies, enterprises,
and financial institutions that collect, process, and utilize personal
information remains limited. Moral hazard persists due to the absence
of stringent internal regulations or appropriate training programs on
personal data protection. In 2023, the Cybersecurity and High-Tech
Crime Prevention Division (PA05) of the Da Nang Police Department
dismantled a criminal network involved in the illegal collection and
trading of bank account information, with the complicity of bank

employees®).

Purpose of Using Korea as a Reference
Model and Research Questions

As aforementioned analysis, it is essential for Vietnam to establish
an effective tool or platform that empowers data subjects to take
control over their data protection, enhances awareness and insights
regarding personal data protection, and strengthens legal rights and
obligations, both in the technical and behavioral aspects, for all
stakeholders involved. MyData industry in Vietnam remains the new
concept, meanwhile it has been promoted and broadened in many
countries around the world, proving its efficiency and benefits in
creating a balance between data protection and data utilization, fostering
a human-centric use of personal data, and strengthening the rights

and obligations regarding personal data of all stakeholders, such as

6) Tudi Tré. (2023). Nhdn vién ngén héng bén thong tin tai khoan chi 200 000 dén 1.9 tridu/trucng hop.
Tudi Tré Online. Retrieved June 29, 2025, from https://tucitre.vn/nhan-vien-ngan-hang-ban-thong-tin—
tai-khoan-chi-200-000-den-1-9-trieu-truong—hop-20230619222706361.htm



Kanta Services of Finland, MyData platform in Taiwan, MIDATA in
Switzerland, and MyData platform in Korea. Outstandingly, the MyData
plattorm in Korea, which was officially launched in 2022, can be
considered a typical case study for countries like Vietnam, since Korea
remains one of the few countries with a nationwide, cross-sector
MyData platform, backed by legislative empowerment and an operational
support platform. After three years of launching, starting with the
financial MyData service, the MyData service in Korea has grown
rapidly with cross—sectional approaches, including health, public, finance,
telecom, and education sectors. The cumulative number of subscribers
grew to about 165.3 million (as of May 2025), increased nearly 12
times from about 14 million users in January 2022. APl (Application
Programming Interface) daily transfers rose from 274 million in January
2022 to about 893 million in April 2025. MyData service providers also
increased from 33 to 63 as of April 2025. In addition, the current
financial infrastructure of Vietnam and Korea shows a number of
similarities, such as centralized regulatory systems?), financial
ecosystemsdiverse mix of banks, fintech firms, insurers, and non-bank
credit institutions®), similar credit information systems, etc.

Thus, the research aims to examine the current data protection-

related legal framework, conduct a comparative analysis of the potential

7) Both Korea and Vietnam operate under centralized regulatory systems, where the central bank plays a
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pivotal role in supervising the banking and financial services sector.

Korea: The Bank of Korea (BOK) oversees monetary policy, while the Financial Services Commission
(FSC) and the Financial Supervisory Service (FSS) handle regulatory oversight of banks and financial
institutions.

Vietnam: The State Bank of Vietnam (SBV) functions both as the central bank and the key regulator for
monetary policy, banking operations, and financial stability.

Financial ecosystems in both countries include a diverse mix of banks, fintech firms, insurers, and
non-bank credit institutions. Both countries also show growing participation from non-bank players such
as consumer finance companies, e-wallet operators, and peer-to—peer lenders, leading to the market
diversification.



proposed MyData platform in Vietnam with the current one in Korea,

to address two research questions, including:

(1) Why should the Financial MyData Platform be deployed in Vietnam
with suggested operational structures from a similar platform in
Korea?

(2) Which essential elements are needed to establish the MyData

Platform initiative focusing on financial data in Vietnam?

Methodology and Scope

This study primarily adopts a qualitative legal research methodology,
focusing on the analysis of Vietnam's current legal framework governing
personal data protection and credit information activities, with particular
attention to regulations relevant to the development of a Financial
MyData platform. The research includes a comparative analysis of the
international legal models, focusing on Korea’s MyData legislation under
PIPA and CIUPA, to identify best practices and potential adaptation
pathways for Vietnam. Official legal documents, decrees, circulars, and
publicly available guidance from regulatory bodies serve as the primary
sources of analysis.

Due to the assigned functions and responsibilities of the State Bank
of Vietnam (SBV), the study limits its scope to the financial sector,
excluding broader cross—sectoral applications of MyData. The legal and
institutional readiness of SBV and its affiliated entities, such as the
National Credit Information Centre of Vietnam (CIC), is examined to
assess feasibility within the current governance structure. The research
also considers pilot program design elements and regulatory conditions

necessary to support phased implementation.



Korea’'s MyData Platform
— A Reference Model

As of the end of May 2025, there were approximately 165.31
million MyData service subscriptions. This indicates that, on average,
individuals aged 14 and above who are eligible for MyData services
are utilizing about 3.5 services each. The following section aims to
provide an overview of Korea's MyData initiatives, covering its legal
underpinnings, the diverse array of participants within its ecosystems,

and the key services it provides.

Legal and Institutional Framework

Financial MyData services, often characterized as a 'financial assistant
in your hand," are seamlessly integrated into applications provided by
banks, other financial institutions, FinTech firms, and even Big Tech
companies. These services offer a unified view of financial information,
allowing users to comprehensively manage their assets and liabilities,
track expenditures, receive personalized financial product recommen-—
dations, and oversee their credit scores.

Korea has strategically embraced the MyData initiative as a corners-
tone of its national agenda, aiming to propel the data economy and
foster innovative digital governance. This commitment was formally
articulated in June 2018, when the Presidential Committee on the
Fourth Industrial Revolution unveiled its "Data Industry Revitalization
Strategy." This seminal strategy laid the groundwork for establishing

robust data portability and promoting the secure, judicious utilization of



personal information across diverse industries.

Beyond its foundational application in the financial sector, the MyData
framework is being meticulously elaborated by various governmental
ministries. The Ministry of Science and ICT is actively spearheading a
MyData demonstration service project, showcasing practical applications.
Concurrently, the Ministry of Interior and Safety commenced the
development of a comprehensive public sector MyData distribution
system, known as the MyData Portal, in 2020. Furthermore, the
Ministry of Health and Welfare initiated the "My Healthway" system in
2021, a significant undertaking designed to facilitate the seamless
integration and effective leverage of individual healthcare data.

In a pivotal move, financial regulators in July 2018 established the
"Introduction Plan for the MyData Industry in the Financial Sector."
This initiative was subsequently fortified by revisions to the Credit
Information Act, which provides for the right of individuals to demand
the transfer of their personal credit information and laid the

groundwork for Personal Credit Information Management Businesses.

Figure 1. Timeline of Financial MyData Adoption in Korea

Official FSC* release of introducing the MyData industry (Jul. 18th)
* The Financial Services Commission, Korean Government Agency

@ Formation of MyData Working Group (Apr. 30th)

My Data Service & Technical Guide Books Release (Feb. 23rd)
My Data pilot service launch (Dec. 1st)

@ Official MyData Service Grand Launch (Jan. 5th)
API Version Advancement and Operation
Stability Management

Source: Korea Credit Information Services



Financial MyData empowers consumers by facilitating credit information
and asset management and enabling them to exercise their right to
control their own information. It bears a strong resemblance to the
Account Information Service Providers (AISPs) as defined within the
EU's PSD2 framework.

MyData operators are uniquely positioned to serve as the primary
interface. Their core function involves receiving fragmented personal
credit information from financial institutions, via digital transfer, based
on a customer's exercise of their data transfer rights. This data is then
consolidated to provide the customer with integrated inquiry services.
Beyond this core offering, MyData operators can also engage in ancillary
and concurrent activities, including data analysis and consulting, third-party
data provision, and asset management services such as investment
advisory.

Given the substantial volume of personal credit information that
MyData operators will aggregate and manage, financial authorities have

opted for a licensing system. To qualify, MyData operators must satisfy

Figure 2. Regulatory Environments of MyData in Korea

P Financial MyData-related Law

Ministry in Charge m Relevant Provisions

The Financial Revised @ The “Right to Data Portability” introduced

Service (Promulgated (Article 33-2)
romulgate . .
Commission In Feb. zgozo) © "MyData Business" introduced

(Subparagraph 2 of Article 9-2)

Credit Information Use and

Protection Act

P All Fields MyData-related Law
s |

The Personal )
Personal Information Information (Pf:;u‘f;fe 4 © The"Rightto Data Portability” introduced
Protection Act(PIPA) c”m‘e_ﬂt"?“ in Mar. 2023) {Article 35-2)
ommission

Source: Korea Credit Information Services
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stringent requirements, including the establishment of robust security
frameworks for personal information management and breach prevention,
rigorous conflict of interest prevention procedures, and the mandatory

appointment of credit information management and protection personnel.

Governance and Ecosystem Actors

2.2.1 Korea's Financial MyData: Governance

Korea's financial MyData ecosystem is a sophisticated network designed
to facilitate secure and consumer—centric data exchange. It's built
upon a strong governance framework and involves various interacting
actors.

These entities are responsible for establishing the legal and regulatory
framework, setting policies, granting licenses, and ensuring compliance
and stability within the MyData landscape.

1) Financial Services Commission (FSC): The primary policymaker and
regulator for the entire financial sector. The FSC formulates MyData
policies and leads the enactment/amendment of relevant laws like
the Credit Information Act. It drives the strategic direction for
financial innovation and consumer protection within MyData.

2) Financial Supervisory Service (FSS): The enforcement arm of the
FSC. The FSS supervises and examines MyData operators to ensure
their compliance with regulations, assesses their financial soundness,
and plays a critical role in protecting financial consumers through
inspections and regulatory actions.

3) Personal Information Protection Commission (PIPC): An independent



12

2.2.

administrative agency governing personal information protection
across all sectors in Korea. While the financial regulators focus on
the financial domain, the PIPC ensures that MyData operations
(including financial) adhere to the broader principles of the Personal
Information Protection Act (PIPA). It's also instrumental in expanding

the MyData concept beyond finance.

2 Korea's Financial MyData: Core Ecosystem Actors

These are the direct participants that drive the MyData service

provision and consumption.

1)

3)

Consumers (Data Subjects): Consumers are at the very heart of the
MyData ecosystem. They are empowered with the right to data
portability, enabling them to control and demand the transfer of
their own financial (and other) information from data providers to
MyData service operators. They are the ultimate beneficiaries, using
MyData services for integrated financial management, personalized
product recommendations, and enhanced financial well-being. One
of their key actions is granting consent for data transfer and
utilizing MyData applications.

Data Providers: Data providers are the institutions that hold and
generate consumer data. In the financial MyData context, this
primarily includes banks, insurance companies, credit card firms,
securities brokerages, and other financial entities. Importantly, in
Korea, this also extends to relevant public sector institutions (e.g.,
for utility payment history, public pensions). They are legally
mandated to provide requested data to MyData operators via
standardized APIs upon consumer consent.

MyData Service Operators: These are the licensed entities (which



4)

5)

6)

can include FinTech companies, Big Tech firms, or even traditional
financial institutions that obtain a MyData license) that receive,
aggregate, and manage individuals' financial and other personal data
based on consumer consent. Their core businesses are providing
integrated personal financial information inquiry services (e.g.,
consolidated asset/liability views).

Certification Companies: While not explicitly listed as a standalone
MyData license category, ‘certification companies’ often play a
crucial support role within the ecosystem, particularly concerning
authentication and digital identity verification. They provide the
underlying infrastructure for consumers to securely consent to data
transfers and authenticate themselves across various MyData
services. This helps ensure that only the legitimate data subject is
authorizing data access. Their key action is providing secure
authentication solutions and digital certificates to verify user identity
for data transfer requests.

Key Data Intermediaries (Facilitating Secure Data Flow): These
entities perform vital functions to ensure the smooth, secure, and
standardized flow of data within the ecosystem, often acting as
bridges between data providers and MyData operators. Without them,
MyData operators would face time-consuming and costly direct
connections with each financial institution, leading to significant data
interoperability challenges. Currently, there are 11 intermediaries in
operation.

Korea Credit Information Services (KCIS): As the only Public Credit
Registry(PCR) as well as the MyData Support Center, KCIS acts as
an intermediary, facilitating the standardized APl-based transfer of
this comprehensive financial data to MyData operators, especially

for smaller institutions in the insurance and installment sectors.
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Furthermore, MyData Comprehensive Portal offers individuals convenient
financial services, including integrated personal credit information

inquiry and customized financial product recommendations.

7) Financial Security Institute (FSI): The FSI is responsible for the

technical security framework of the financial MyData system. While
not a direct data transfer intermediary in the same way as KCIS,
FSI's role in developing security guidelines, conducting vulnerability
assessments, and providing technical support is paramount to
establishing and maintaining the secure environment in which all

data exchange occurs.

Figure 3. Key Players in Financial MyData Ecosystem

© cCertification Company

. +
Identity .
verification © Data Provider

g Requests to transfer data @7 Requests data @ Large-sized
) Enterprises
Provides MyData service < Transfers data

Blisiness support

3 6 Data Relay
et B § b T - Company
MyData App subscription list API transfer statistics
and data transfer history

% MyData Support Center

Source: Korea Credit Information Services



Key Service Models and Business Cases

2.3.1 Legal / Regulatory Criteria

In Korea, MyData operates its function within a clear classification
system defined by the Credit Information Act and its subsidiary
regulations. This framework delineates their permissible activities into
core, ancillary, and concurrent businesses, each with distinct regulatory
requirements.

1) The Core Business is the fundamental activity for which a MyData
license is required. It centers on receiving and processing an
individual's  personal credit information from various financial
institutions, based on the "Right to Data Portability" exercised by
the consumer. This involves providing an integrated view and
management services for a consumer's entire financial portfolio
(deposits, loans, investments, insurance, etc.) through a single
platform. This is the primary service that necessitates stringent
licensing and regulatory oversight due to its direct handling of
highly sensitive personal financial data.

2) Ancillary Businesses are activities that are supplementary to the
core business, often leveraging the data and capabilities acquired
through it. These typically include data analysis and consulting for
consumers, such as acting as proxies for data self-determination
rights, providing advertising or consulting for financial products, and
utilizing/providing  pseudonymized or anonymized data to third
parties. Historically, these required notification to the Financial
Services Commission (FSC); however, recent regulatory discussions

aim for more flexibility and a relaxation of explicit notification

15



requirements for certain ancillary services, recognizing their
supportive role in the MyData ecosystem.

3) Concurrent Businesses encompass other types of operations, which
can be financial or non-financial, conducted alongside the core
MyData service. These are typically governed by specific financial
laws (e.g., Investment Advisory, Electronic Financial Business, Loan
Brokerage) or, if non-financial, are permitted as long as they are
not explicitly prohibited by other laws and do not undermine
financial soundness or consumer protection. Similar to ancillary
businesses, the trend is towards a more permissive approach,
where many concurrent activities may not require explicit prior
approval, provided they adhere to general legal principles. The
rigorous licensing process for the core MyData business implicitly
covers the overall integrity and capability of the operator for these

broader activities.

2.3.2 Service / Functional Criteria

MyData operators in Korea primarily offer the following core
functionalities:

1) Integrated Asset & Liability Management: MyData platforms
consolidate a user's entire financial portfolio from various institutions
—including bank deposits, investments (funds, stocks), insurance
policies, loans, etc. This provides a comprehensive, unified view of
a user's total assets and liabilities.

Examples: Seeing all bank balances, investment holdings, and
outstanding loan amounts in one application. This is the most
common model, with Big Tech leaders like Toss and Kakao Pay, as

well as traditional financial institutions, evolving into holistic personal



3)

financial management platforms.

Revenue Model: Commissions from promoting financial products,
advertising, and premium subscription fees for advanced features.
Expenditure Analysis & Management: MyData operators integrate
and analyze spending data from credit/debit cards and bank accounts
to visualize and interpret consumption patterns. They provide insights
into category—specific spending, trend analysis, and support budget
setting and adherence, fostering more informed financial behavior.
Examples: Detailed monthly breakdowns of spending on "dining" or
"transportation,” tracking expenditure changes from previous months,
and monitoring budget achievement. These models extend beyond
basic analysis to incorporate features like spending challenges,
linking to micro-investment options, and incentivizing enroliment in
financial products based on spending habits.

Revenue Model: Targeted advertising derived from spending data,
and commissions linked to financial product referrals.

Personalized Financial Product Recommendations & Comparison: By
comprehensively analyzing a user's consolidated assets, liabilities,
income, spending patterns, and financial activity (e.g., loan history,
investment propensity), MyData operators deliver highly tailored
recommendations for optimal financial products—be it deposits, loans,
insurance, or investment instruments. They also facilitate direct
comparison services, allowing users to easily evaluate features,
rates, and terms across various products from different providers,
moving beyond standard comparisons to offer "hyper-personalized"
suggestions.

Examples: Identifying the best debt consolidation loan, recommen-
ding higher-vyield savings accounts, or suggesting insurance plans

specific to an individual's age and health. This service is a core

17
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4)

5)

revenue driver for comprehensive asset management apps and also
underpins specialized advisory services.

Revenue Model: Affiliate commissions from financial product sales,
and fees for premium financial/health consulting.

Credit Score Management & Improvement: Users can monitor their
credit scores, understand the factors influencing them, and receive
actionable advice on financial behaviors that can enhance their
creditworthiness (e.g., timely debt repayment, prudent credit card
use).

Examples: Accessing credit score change history and receiving
guides on how to improve one's credit standing. This service is
often integrated into broader financial management apps or as a
feature of loan/credit card services, aiming to foster financial health.
Revenue Model: Drives user engagement and loyalty to the platform,
potentially leading to cross—selling of other financial products or
premium feature subscriptions.

Notification & Assistant Services: MyData platforms provide a range
of customized alerts, including reminders for upcoming financial
dates (e.g., payment due dates, interest receipts), notifications of
asset fluctuations, warnings about potential overspending, and credit
score updates.

Examples: Alerts for credit card payment deadlines, stock account
deposit notifications, or warnings about a credit score drop. These
services enhance user experience and engagement, making the
MyData platform indispensable for daily financial oversight.

Revenue Model: Improves user retention and actively steers users

toward other revenue—generating services on the platform.



Limitations & Challenges in Practice

While Korea's financial MyData industry holds a pioneering position
globally, it nonetheless faces several limitations and challenges that
must be addressed for its sustained development and the continued

enhancement of consumer benefits.

2.4.1 Insufficient User Convenience and Activation

A significant barrier to entry for MyData services lies in the complex
and extensive consent procedures. Users are often required to navigate
numerous consent steps across various financial institutions and products,
posing a particular challenge for digitally vulnerable groups, such as
the elderly. Furthermore, as MyData services are primarily app—based,
offline accessibility remains limited, hindering adoption by those less
familiar with mobile environments. Some users also report a lack of
substantial perceived utility beyond mere consolidated asset viewing,
failing to derive genuinely impactful personalized services or meaningful
financial insights. This contributes to the phenomenon of ‘"dormant
users’ who cease engagement after initial sign—up. Technical issues,
such as APl call delays or communication inconsistencies, can also

undermine service stability and user experience.
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2.4.2 Difficulties in Securing Profitability and Issues with the
Charging Structure

MyData operators currently grapple with a structural issue dubbed
the 'cost paradox’. Since they incur APl call fees for each data
request, increasing user numbers lead to an exponential rise in AP
call volume, causing fixed costs to escalate disproportionately. This
creates a scenario where expanding the user base could paradoxically
exacerbate financial losses. Most MyData services are offered free of
charge, with revenue predominantly relying on referral fees from
financial product recommendations and brokerage. However, consumers
often leverage MyData apps to check information and then independently
seek more favorable products from other financial institutions, limiting

direct in—app revenue generation.

2.4.3 Oversaturation of Operators

Despite its advanced state, Korea's financial MyData industry faces a
significant structural limitation: an excessive number of operators
relative to its market size. With around 65 Data operators currently
competing for a limited domestic market and customer base, several
issues are emerging. This intense competition severely exacerbates
the challenge of achieving profitability. Given that most MyData
services are offered free of charge, many operators, apart from a few
large players or those targeting specific niches, struggle to secure a
sufficient customer base or establish viable revenue models. They
face increasing marketing costs for customer acquisition while finding
it difficult to generate substantial revenue.

Consequently, this structural limitation is leading to business



withdrawals. The primary reasons behind companies like NHN Payco,
KB FinTech, and FnGuide voluntarily relinquishing their MyData licenses
in 2025 are precisely these mounting burdens of declining profitability
and technology maintenance costs. Over-competition in the market
can hinder long—-term service innovation and investment, ultimately
impeding the healthy development of the MyData industry. It's highly
probable that more companies will exit the MyData business as the

market undergoes further reorganization.

2.4.4 Constraints on Data Utilization and Scope Expansion

Currently, MyData predominantly focuses on financial information.
However, integration with non-financial data intimately connected to
daily life, such as retail, telecommunications, healthcare, and energy,
remains limited. While integrating such information is crucial for
MyData to evolve into a true 'life—centric financial assistant," expansion
is complicated by potential conflicts with the Personal Information
Protection Act and sector—specific regulations. Concerns also persist
regarding data sovereignty and potential misuse. There is apprehension
that individuals, in consenting to provide vast amounts of data for
service use, may not fully understand how their information is being
utilized, or that excessive and unnecessary data could be collected.
Consumer and civic groups consistently raise issues about data
leakage, misuse, and commercial exploitation. Furthermore, information
providers (financial institutions) face burdens related to the costs of
building and maintaining systems for data provision, coupled with
concerns about increased competition and potential customer attrition

due to data being shared with rival apps.
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2.4.5 Regulatory Environment Challenges

Initially, the regulations governing the scope of MyData operators'
concurrent and ancillary businesses were relatively rigid, limiting the
development of innovative business models, including those aimed at
becoming “killer services”. While recent efforts aim to relax these
regulations, some argue they still do not fully reflect market demands.
There is also a perceived lack of a fair compensation mechanism for
data providers (individuals and institutions), which could diminish the
incentive for data sharing if the value of the data is not appropriately
recognized and compensated. Lastly, Korea's MyData framework is
primarily rooted in the Credit Information Act, differentiating it from
GDPR-based data portability frameworks in other countries. This
distinction may necessitate further discussion regarding global data

linkage and interoperability in the future.

Implications for Policy Adaptation

2.5.1 Proactive and Agile Regulatory Leadership

The Korean case powerfully demonstrates that a strong, proactive,
and centrally coordinated government role is paramount. It involves
establishing a clear, robust legal and regulatory foundation from the
outset, actively driving cross—sector participation, and mandating technical
standards (like APl-based data transmission) to ensure uniformity,
interoperability, and security across the ecosystem. A prime example

of this proactive approach was the Korean government’s early formation



of active operation of working groups composed of participating
institutions to drive data standardization. However, this leadership must
also be adaptive, capable of rapid iteration and modification in response
to market feedback and unforeseen challenges, rather than maintaining

rigid control.

2.5.2 Embrace Economies of Scope through a
Comprehensive Inclusion of Available Data Sets

Unlike major economies such as the EU and the UK, where MyData
initiatives  primarily centered on sharing bank payment account
information, Korea's financial MyData industry distinguishes itself through
a significantly broader scope of shared data. This encompasses
information from banks, insurance companies, credit card firms, securities
brokerages, and even the public sector.

Maximizing the utility of MyData hinges on a comprehensive
approach to data inclusion. Governments should consider the broadest
feasible scope of data from the start, extending beyond basic financial
transactions to encompass a wide array of financial products (invest-
ments, insurance, loans) and potentially even relevant non-financial or
public sector data. This foresight fosters richer insights, enables more
sophisticated integrated services for consumers, and creates a robust
foundation for future innovations. A phased approach might be considered,
but with a clear roadmap for expansion, ensuring the framework is

scalable and adaptable to evolving data landscapes.
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2.5.3 Strategically Balance Robust Data Protection with
Innovation Catalysis

This is perhaps the most critical and delicate balancing act. While
robust data protection mechanisms (like strong consent frameworks
and security protocols) are non—negotiable for building trust and ensuring
ethical data use, policymakers must also ensure that regulations do
not inadvertently stifle innovation. Overly rigid or prescriptive regulations,
particularly concerning the scope of ancillary and concurrent business
activities, can constrain operators' ability to experiment, develop novel
business models, and create truly differentiating ‘killer services."
Future regulatory frameworks should strive for inherent flexibility,
enabling experimentation and the organic evolution of services within
clearly defined ethical boundaries and robust consumer protection

safeguards, perhaps through sandboxes or iterative pilots.

2.5.4 Implement Prudent Market Sustainability Planning

The Korean experience with market oversaturation serves as a
significant cautionary tale. Policymakers should meticulously consider
the optimal number of licensed operators relative to the projected
market size and demand. An overly permissive licensing approach,
without corresponding market depth or clear pathways to profitability,
can lead to debilitating over—competition, market fragmentation, and
widespread business exits, ultimately undermining the stability and
confidence in the ecosystem. Strategies for market evolution, including
potential consolidation or diversification incentives, should be considered

from the outset.



2.5.5 Actively Foster Diverse Monetization Strategies for
Operators

To ensure the long-term viability of MyData ecosystems,
governments and regulators must actively encourage and facilitate the
development of a wide array of revenue streams for operators.
Relying solely on free services and basic referral fees may prove
unsustainable for many players. Policies should support models that
enable value—added services, premium offerings, or innovative
data—driven insights that consumers are willing to pay for, directly or
indirectly. This diversification of revenue streams is crucial for
attracting sustained investment, fostering continuous innovation, and

building a resilient MyData industry.

2.5.6 Prioritize User Experience and Engagement

Beyond regulatory and technical aspects, the success of MyData
hinges on widespread user adoption and continuous engagement. Policies
should push for simplified consent processes, intuitive user interfaces,
and demonstrable and tangible benefits for consumers that go beyond
just data aggregation. Addressing issues like "dormant users' and
ensuring accessibility for all demographics, including digitally vulnerable
populations, is vital. Proactive government communication and education
campaigns can also play a significant role in building public awareness
and trust.

By meticulously learning from both the triumphs in ecosystem
participation, data scope, and standardization, and the tribulations in
market sustainability and profitability faced by Korea's MyData journey,

other governments can strategically design policies that effectively
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unleash the full potential of personal data. This approach can empower
consumers by granting them greater control over their information,

while simultaneously building a robust, innovative, and sustainable

data—driven economy for the future.



Vietnam Country Report

Vietnam—-Specific System and Readiness
Analysis

3.1.1 Legal and Data Protection Framework
a. General data-related legal framework

Vietnam’s legal system related to personal data protection is built
on a multi-layered model, in which each regulation plays a vital role
in creating a comprehensive legal framework. The 2013 Constitution,
as the highest level basis for personal data protection, Article 21,
affirms the right to inviolability of private life. This provision is particularly
important when it sets out state agencies and organizations' obligations
to protect citizens' data. The 2015 Civil Law specifies this right in
Article 38, regulating the right to privacy and personal secrecy, and at
the same time defines prohibited acts such as illegally collecting,
storing, using, or disclosing personal information. In addition, the Civil
Law also stipulates the responsibility to compensate for damages if
this right is violated, creating a mechanism to protect individual rights.

Following the global trend of establishing a modern IT infrastructure
and enhancing information technology development, for the first 20
years, Vietnam has focused on establishing the legal framework for IT
infrastructure development and digital transformation rather than the
digital data itself. The issues related to data privacy, data protection,

and data subjects’ rights have raised more concerns and have been
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strictly regulated since 2023 by issuing Decree No.13 on personal data

protection.

The initial phase of data-related regulation in Vietnam was marked
by laws that were not solely focused on data protection, but laid the
essential groundwork for subsequent, more targeted legislation to
establish and develop the IT infrastructure in Vietnam. The Law on
Information Technology® (IT Law), Law on Cyber Information Security!0)
(LOCIS), and Law on Cybersecurity (LOCS)'D remain notable regulations
in this period.

- IT Law, effective January 1, 2027, was one of Vietnam's earliest
legislative efforts to address the burgeoning digital environment. It
established overarching principles for developing, managing, and
utilizing information technology across various societal sectors,
including government, business, and education. Crucially, the IT Law
introduced foundational concepts related to data, including provisions
for data protection, such as the requirement to obtain consent from
individuals before collecting, using, or disclosing their personal
information. It also touched upon intellectual property rights in the
IT domain and measures to combat cybercrime. The law's stated
aims were to foster a legal IT framework conducive to socio—economic
development while ensuring communications and IT systems' security,
safety, and confidentiality. While its data protection provisions were
less comprehensive by contemporary standards, the IT Law was
significant for introducing the principle of consent for personal data
handling. However, it was limited to the basic concepts regarding

collecting, processing, and utilizing other personal data and providing

9) No. 67/2006/QH11
10) No. 86/2015/QH13
11) No. 24/2018/QH14
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it to third parties.

- LOCIS was issued in 2015, representing a more direct step towards
modern data protection. This law focused on ensuring network
information security, encompassing protecting personal information
online. The LOCIS also enabled Data Subject Request (DSR)
automation, allowing individuals to request access, update, alteration,
or deletion of their personal information. Unlike the subsequent
Cybersecurity Law, which strongly emphasizes state control over
information flows, the LOCIS was geared more towards enforcing
data privacy rights for individual data subjects. It mandated that
organizations handling personal data implement security measures
and reiterated the necessity of obtaining consent before processing
personal data, including its collection, modification, use, storage,
provision, sharing, or transmission.

- LOCS, effective January 2019, was enacted to safeguard national
security and social order within cyberspace while protecting
stakeholders' legitimate rights and interests, including those of
organizations and individuals. Key provisions of the LOCS include
stringent data localization requirements, mandating that certain types
of data, such as personal information, data on user relationships,
and data generated by users in Vietnam, be stored within Vietnam.
These requirements apply to both domestic and foreign enterprises
operating in specified sectors. In addition, the government issued
several relevant sub-law documents, such as Decree No.85 on the
security of information systems by classification with five tiers.
Based on each tier, the different requirements for information
security are applied, from basic to complex.

Following the established foundation regarding data-related legal

framework, recognizing these challenges, and aligning with evolving
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international and regional standards'2), Vietnam began to focus on data
governance with a multi-layer legal framework. The initial and
remarkable effort of the Vietnamese government regarding the legal
framework strengthening towards data protection is the birth of
Decree No. 13/2023/ND-CP on Personal Data Protection (DPDP).

Indeed, DPDP is considered the first comprehensive regulatory
framework dedicated solely to personal data protection, which firstly
introduces key definitions including personal data, sensitive data, data
controller, and data processor, indicates the rights of data subjects,
establishes stringent requirements for obtaining consent, mandates
data processing impact assessments, and regulates cross—border data
transfers. Notably, DPDP also prohibits the buying and selling of
personal data, except where permitted by law. DPDP, effective July 1,
2023, brings Vietnam’s data legal framework closer to international
standards (e.g., EU’'s General Data Protection Regulation — GDPR).
Some critical terms, such as “personal data” including “basic personal
data” and sensitive data”, “data controller’, “data processor”, and personal
data processing” have been clearly defined. Furthermore, the PDPD
mandates the completion of Data Protection Impact Assessments
(DPIAs) for high-risk processing activities and Data Transfer Impact
Assessments (DTIAs) for the cross—border transfer of personal data.
The decree possesses an extraterritorial scope, applying to foreign
agencies, organizations, and individuals directly participating in or related
to personal data processing activities in Vietnam, irrespective of their
physical presence there.

After nearly two years of implementing the DPDP and incorporating

12) Including later ASEAN initiatives that placed greater emphasis on data protection, such as the ASEAN
Framework on Digital Data Governance (2018) and the ASEAN Agreement on Electronic Commerce
(2019) which explicitly mentions the protection of personal information of e-commerce users.
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feedback on the requirement for a higher-level legal framework, the
National Assembly of Vietnam officially passed the Personal Data
Protection Law (PDPL) on June 26, 2025, following four rounds of
draft submissions. In the comparison with DPDP, PDPL brings more
significant changes, including the extension of the regulated scopes!d),
the clarity improvement and supplementation of some definitions (e.g.,
personal data pseudonymization), higher penalties to enhance
deterrence'¥, and detailed regulation regarding data processing in
high—-tech required sectors. PDPL maintains the obligations for DPIAs
and DTIAs when processing and transferring cross—border data.
Notably, PDPL has adjusted and added 9 new provisions regulated
data protection issues regarding some specific data subjects (e.g.,
children, people with lost or limited civil capacity, and people with
difficulty in cognition and behavior control), and in some specific
activities (e.g., recruitment, management and use of employees;
health information and in insurance business; financial, banking and
credit information activities; advertising service business; social
networking platforms and online media services; big data processing,
artificial intelligence, blockchain, virtual universe and cloud computing;
location data and biometric data; and recording and filming in public
places and public activities). PDPL has restructured the regulation
related to the rights of data subjects, from 11 rights in PDPD to 6
rights in PDPL, including () the right to be aware of personal data

processing activities, (i) the right to consent or reject the personal

13) PDPL expands the scope of application, especially targeting foreign organizations and individuals without
a presence in Vietnam but processing data of Vietnamese citizens or people of Vietnamese origin
whose nationality has not been determined. Thus, international social media platform like Google,
Facebook, Tiktok will operated under this regulation if proccessing Vietnamese citizens’ data.

14) Maximum fines are up to VND 3 billion for common violations; 5% of previous year's revenue for
cross—border data transfer violations; and 10 times the revenue from illegal data trading.
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data processing activities, and to withdraw the consent at any time;
(iii) the right to view, edit and request the correction of personal data;
(iv) the right to request the provision, deletion, or restriction of
personal data processing activities and to object to such processing;
(v) the right to file complaints, make denunciations, initiate legal
processing, and seek compensation for any damage as provided by
law; (vi) the right to request competent authorities, organizations, or
individuals, who involved in data processing, take appropriate measures
to protect their data under the law. Especially, “the right of data
deletion” which similar to “the right to be forgotten” regulating in
Article 17, General Data Protection Regulation (GDPR), Regulation (EU)
2016/67919), is controlled more detailed in Article 14 of PDPL about
“Personal data deletion, destruction, and pseudonymization”.

In addition, before issuing the PDPL, Vietnam has also moved
towards enacting an even more comprehensive Data Law, which
comes into effect on July 1, 2025. This law aims to govern digital
data more broadly, encompassing aspects of data ownership,
establishing a national data center, and further clarifying personal and
non—personal data regulations. This is a landmark legislation as it is
Vietnam's first comprehensive law governing data in general, extending
beyond the scope of personal data to encompass all forms of digital
information. Key provisions of the Data Law include the groundbreaking
recognition of ‘data ownership" as a property right under civil law,

granting data owners full authority to manage, protect, use, and

15) Article 17, General Data Protection Regulation (GDPR), Regulation (EU) 2016/679 indicates that ‘The
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data subject shall have the right to obtain from the controller the erasure of personal data concerning
him or her without undue delay and the controller shall have the obligation to erase personal data
without undue delay” in some specific circumstances. The right to be forgotten is also applicable in
some countries’ legal framework, such as Brazil, although it is not explicity named, or in other
countries like Colombia and Argentina, based on specific judicial precedents.



exchange their data. The law introduces definitions for "digital data.” It
establishes critical classifications such as ‘important data” and “core
data". These classifications are pivotal as they trigger specific, often
stricter, cross—border data transfer and processing requirements. The
Data Law also mandates periodic risk assessments for entities handling
important or core data. It defines various data products and services,
such as data intermediary services, data analysis and aggregation, data
trading platforms, and electronic authentication services, with specific
restrictions on which entities (primarily state-owned enterprises and
public sector entities) can offer data trading platforms and authentication
services.

Furthermore, the law lays the legal foundation for establishing a
National Data Centre and a National General Database to improve state
management and facilitate data integration. The Ministry of Public
Security (MPS) is designated the primary state agency responsible for
data management under this law, consistent with the regulation of
PDPL as the primary state agency for data protection. This legislation
signifies a significant expansion of data regulation, aiming to govern the
entire data lifecycle and strategically harness data as a national asset, while
concurrently imposing new and considerable compliance obligations

related to data classification, ownership, and cross—-border data flows.

b. Data-related regulations in the finance and banking sector

In the finance and banking sector, personal data protection is also
regulated under the Personal Data Protection Law, Data Law, and Law
on Credit Institutions (LoCl), and Decree No. 117/2018/ND-CP'6), which

16) Decree No. 117 /2018/ND-CP issued in 2018 by the Prime Minister on the protection of confidentiality
and provision of borrowers’ information of credit institutions and foreign banks’ branches.
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have the highest legal validity in the current data-related legal system.
The LoCl indicates the standard rules on information confidentiality,
data safety, and assurance of continuous operation by following
financial data regulations. As mentioned above, PDPL has a specific
provision regulating personal data protection in the finance, banking,
and credit information sectors. According to that, organizations and
individuals operating in the financial, banking and credit information
sectors shall have the following responsibilities, as follows: (i) fully
comply with regulations on protection of sensitive personal data,
safety, and security standards in financial and banking activities as
prescribed by law; (i) do not use credit information regarding the data
subjects to conduct credit rating, credit scoring and credit information
and creditworthiness assessment without their consents, (i) only
collect personal data necessary for credit information activities from
sources under the provisions of this Law and other relevant legal
provisions; (iv) notify the personal data subject in case of disclosure or
loss of information on bank accounts, finance, credit, and credit
information. In addition, credit institutions and foreign banks’ branches
shall promulgate internal regulations on the protection of confidentiality,
storage, and provision of client information and uniformly organize the
implementation (regulated in Decree No. 117/2018/ND-CP).

At the sub-law level, due to the specific nature of the banking sector,
the State Bank of Vietnam has issued several particular regulations to
govern data handling, cybersecurity, and operational risk within the
payment services sector inside the banking system, such as Circular
No.17 dated June 28, 2024 on opening and using payment accounts
and Circular No. 50 dated October 31, 2024 on providing for security
and confidentiality during provision of online banking services.

According to Circular No.17, “Cash withdrawal and e-transactions



made via checking accounts are only allowed when personal
information documents and biometric information of account holders or
representatives (for individual customers) or legal representatives (for
organization customers) are cross—checked’17) and “Banks and Foreign
Banks’ branches must monitor effective period of personal documents
of account holders and relevant persons in the use of checking
accounts; notify customers at least 30 days before expiry of personal
documents for update and revision; suspend all payment and cash
withdrawal transactions via checking accounts if personal documents
of customers expire'®”. As a result, 37.4 million customers have
successfully registered their biometric information, which will be
cross—checked and integrated with their bank accounts after 2 months
of implementation. The account holders must verify identification
information if making a transaction of over VND10 million or over 20
million VND daily. They cannot withdraw or make any transaction if
they fail to provide biometric information associated with their
accounts.

Circular No. 50, effective January 2025, issued by the Governor of
the State Bank of Vietnam, regulates security and confidentiality while
providing online banking services. This circular significantly modernizes
and expands the security requirements for online financial services,
with the scope extending beyond traditional banking and payment
services to include credit information services, foreign exchange
services, securities depository services, and services related to
factoring and letters of credit. A key regulated feature is the mandate
for a risk—based approach to transaction authentication: simpler methods

like passwords or PINs are permissible only for small-value online

17) Point ¢, Clause 5, Article 17
18) Clause 3, Article 19
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transactions, while larger-value or higher—risk transactions require more
robust forms of authentication, such as One-Time Passwords (OTPs)
delivered via SMS, voice, or email, biometric matching, or e-signatures.
The circular also requires adherence to technical standards, such as

implementing firewalls and DMZ (demilitarized zone) network barriers'9).

3.1.2 The Maturity and Readiness of the Current Legal Framework

With the regulated scopes of PDPL and Data Law, Vietnam has
created a strong foundation for the personal data—related legal
framework. Thanks to this foundation, the legal framework regarding
data protection could be expanded further with the contribution of
upcoming sub-laws issued by the Vietnamese Government and other
ministries. For example, according to some articles of the PDPL, the
Vietnamese Government is assigned to issue the necessary sub-laws
which will regulate some specific aspects, such as the form of data
subjects’ consents, the activities regarding personal data transfer and
cross—border data transfer, guidelines on documentation, conditions,
procedures, processes for conducting DTIAs and DPIAs, and the activities
of data protection in the finance, banking and credit information
sector.

The availability of some factors (e.g., the regulation of data protection
during the personal data processing procedures, and the regulation
related to data-related products and services, including electronic
authentication, data intermediation, and data analysis and aggregation
services) contributes to facilitating the establishment of the Financial

MyData platform in Vietnam. However, in comparison with other

19) Clients” information including identification information, transaction data is not allowed to store in the
Internet connection zone and demilitarized zone (DMZ).
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countries or regions’ legal framework regarding personal data protection,
such as Korea, Finland, Singapore, Europe, etc., there is a need for
improvement of Vietnam’s current legal framework, especially targeting
the established direction of the Financial MyData platform here. Thus,
the evaluation of the maturity and readiness of the current legal
framework related to data protection in Vietnam can be considered as
follows:

Firstly, thanks to the issuance of the Data Law and Personal Data
Protection Law as the strong foundation for the data protection-related
legal framework, Vietnam has accumulated some other essential
conditions for establishing a Financial MyData platform. Specifically,
Articles 39 to 42 of the Data Law have detailed regulations regarding
data—related products and services, including electronic authentication
services, data intermediation services, data analytics and aggregation
services, and data trading platforms. The rights of data subjects and
the obligations of all stakeholders involved in the data protection
activities have been well-regulated.

In the finance and banking sector, Decree No. 94/2025/ND-CP
(“Decree 94”) was issued to establish a controlled testing environment,
so—called “Regulatory Sandbox” for Fintech solutions in the banking
sector. It will enable a regulatory framework and an implemented
environment for data sharing via Open Application Programming
Interface (Open API)20), an essential factor in establishing the Financial
MyData platform. Accordingly, financial institutions, customers, and
related third parties shall “comply with the law on protecting and
providing customer data and personal data protection. The processing

of a customer's data serves only the respective customer, unless

20) Data Sharing via Open Application Programming Interfaces (Open APIs): Solutions enabling secure data
exchange between banks and third—party providers, based on customer consent.

37



otherwise prescribed by law”. Before that, the State Bank of Vietnam
had issued Circular No. 64/2024/TT-NHNN dated December 31, 2024,
on implementing Open APIs in the banking sector. Principles of the
implementation of Open APls, the list of basic Open APIs (e.g., API
for authorization and consent, Open APIs for payment initiation, etc.),
and technical standards regarding Open APls in the banking system
have been specified in this regulation.

Secondly, a lack of some essential regulations regarding the data
subjects’ rights in Vietnam could diminish the power of data subjects
in data management, control, and protection in a flexible way. The
current regulations regulating data subjects’ rights do not include the
“right of data portability,” which is considered a powerful right to
support the data subjects in effective data management, control, and
protection. The right of data portability, which is first regulated in
Article 20, GDPR (EU), is also the essential right of data subjects in
the global scope. This right ensures that individuals can receive their
data in machine-readable formats and easily and interoperably transfer
data among data providers without interruption or loss. In addition, in
the right circumstances, data portability has the potential to boost
competition, foster data—driven innovations, and broaden consumer
choice (Reimsbach-Kounatze, C., A. Molnar, 2024)21). Although enabling
the right of data portability does not guarantee the success of
human-centric data protection, this critical right is an essential
condition to establish and foster MyData services. The success
depends on the effective and secure implementation of the data

request and transfer processes in line with privacy and data protection

21) Reimsbach-Kounatze, C. and A. Molnar (2024), “The impact of data portability on user empowerment,
innovation, and competition”, OECD Going Digital Toolkit Notes, No. 25, OECD Publishing, Paris,
https://doi.org/10.1787/319f420f-en.
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obligations and best practices (Reimsbach—Kounatze et al., 2024).
Thirdly, the role of specific supervisory and implementation authorities
is not indicated clearly in the scope of the data-related legal
framework. Despite PDPL having been issued targeting to be the
higher-level personal data protection legal framework, inheriting the
majority of related regulations from Decree No.13 on personal data
protection, PDPL remains complex in supervision and implementation
of data protection activities. Specifically, Article 36 of PDPL indicates
that the Ministry of Public Security is the focal agency that takes
charge of data protection, except for the data in the protected scope of
the Ministry of Defense. Meanwhile, other ministries, ministerial-level
agencies, and government bodies are responsible for overseeing
personal data protection within their assigned sectors and areas of
regulation. Provincial People’s Committees also carry out state personal
data protection management following their delegated responsibilities.
Thus, this situation may lead to a fragmentation of authority,
overlapping functions in state management, and a lack of uniformity in
supervision, creating more difficulties for individuals and businesses in
identifying the competent authority to handle complaints or provide
legal guidance on personal data protection. For example, in the
telecommunications sector, Vietnam has three major telecommuni-
cation companies named Viettel, Vinaphone, and Mobifone, which are
operated under the management and supervision of the Ministry of
Defense, the Ministry of Finance, and the Ministry of Public Security,
respectively. If subscriber information is leaked due to the fault of a
telecom provider, each ministry takes charge of management and
supervision, and can be responsible for handling the issue. However,
if the leaked data is exploited for fraudulent purposes, the investigative

authority under the Ministry of Public Security holds jurisdiction.
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Similarly, the State Bank of Vietnam may play a supervisory role if
customer data is compromised due to a cyberattack in the finance
and banking sector. Still, if the violation involves financial fraud, the
responsibility lies with the Ministry of Public Security (Tran Thi Thanh
Bich, Dao Thi Anh Thu, 2025)22).

Fourthly, on the scale of global data protection-related legal
frameworks, many countries (especially those with strict regulations on
data protection) have designated independent authorities or state
agencies tasked with overseeing data protection laws, regulating
personal data handling, and resolving consumer complaints or disputes
related to data protection. However, Vietnam's current legal framework
regarding personal data protection does not provide more detailed
regulations. The European Union (EU) requires each member state to
have a national Data Protection Authority (DPA) responsible for
supervising the implementation of the GDPR (EU)23), handling complaints
related to personal data breaches, issuing compliance guidance to
businesses, and coordinating with other DPAs across the region to
ensure legal consistency throughout the EU. Regionally, each country,
like Korea, Japan, Singapore, the Philippines, and Thailand, has its
independent agency that typically implements the following functions:
handling complaints from individuals (data subjects), investigating
breaches of data protection laws (if any), issuing fines or sanctions,
auditing organizations that perform data-related activities, provide

supports in increasing finance literacy and leverage the awareness and

22) Tran Thi Thanh Bich, Dao Thi Anh Thu (2025), “Phap luat v& bdo vé& di¥ liéu cd nhan & Viét

Nam, Nhitng khodng tréng va huwéng hoan thién”. Luat sw Viét Nam. https://Isvn.vn/phap-luat-
ve-bao-ve-du-lieu-ca-nhan-o-viet-nam-nhung-khoang-trong-va—-huong-hoan-thien-a156811.ht
ml (Accessed on July 5, 2025).

23) List of national Data Protection Authority in each European countries: https://www.edpb.europa.eu/about—
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responsibility of all stakeholders involved, and ensuring international
compliance with the best practices or standards (e.g., GDPR). In
Korea, the Personal Information Protection Commission (PIPC) is a
notable example of a strong, independent authority established to
consolidate data protection enforcement, especially after amendments
to PIPA in 2020.

Additionally, Article 34 of the Personal Data Protection Law (PDPL)
of Vietnam only regulates standards and technologies related to data
protection. It does not specify which state agencies or specialized
organizations will be responsible for developing these standards.
Meanwhile, Korea Financial Security Institute (FSI), which is a
specialized organization under the Financial Services Commission (FSC),
serves as the financial sector's dedicated cybersecurity and information
protection institution. FSI plays a critical supporting and supervisory
role in ensuring the security, integrity, and reliability of personal
financial data services in Korea, and it acts as the backbone of
cybersecurity, compliance, and operational resilience within the MyData

infrastructure.

3.1.3 Identifying Integration Challenges within the Banking Ecosystem

With the legal framework on personal data protection in Vietnam
approaching its maturity, establishing and developing the Financial
MyData platform presents a promising and worthwhile opportunity for
advancement. However, this promising initiative shows some challenges
as foreseen based on the implemented experiences from prominent
countries in this area.

First, the legal framework regarding personal data protection needs

to be revised and adjusted to facilitate the Financial MyData platform.
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However, the revision process usually takes longer than expected due
to the many layers of approval in Vietnam’'s legal system, with several
rounds of feedback from all stakeholders involved. Without the support
from the regulators at the state level, the perfection of the data-related
legal framework is a big challenge to establishing the initiative of the
Financial MyData platform. Moreover, harmonizing sectoral regulations,
such as banking, cybersecurity, and digital identity, is essential to
avoid legal fragmentation and ensure coherent implementation. The
lack of clearly defined responsibilities among state agencies may also
lead to overlaps or regulatory gaps, confusing service providers and
users. Compared to other countries like Korea, where legal adjustments
were prioritized early in the MyData rollout, Vietnam still faces
significant delays in aligning its regulatory structure. These legal
uncertainties may discourage potential investors and stakeholders from
engaging in pilot projects or system development. Therefore, proactive
leadership from state authorities and a roadmap for legal harmonization
are crucial to accelerate the transition toward a functioning Financial
MyData platform.

Second, regarding some common challenges that most countries
need to face, data standardization is the primary concern for most
countries trying to establish the initiative of the Financial MyData
platform. Currently, each bank or financial institution operating in
Vietnam has its own systems or protocols, leading to several
constraints when conducting periodic reports to the State Bank of
Vietnam. Each report requires a specific list of indicators, which may
change depending on the SBV's requirements. In this case, financial
institutions  typically extract needed information via intermediation
applications built internally or provided by third parties. Data standardi-

zation and integration are also costly and fragmented, especially



becoming a financial and technical burden to small financial institutions.
The lack of data standardization also deteriorated the capacity to
update information supporting the SBV's state management function
and provide products and services to the customers based on
real-time data. Currently, the SBV is now on the way to promoting
data standardization in the banking sector, which is marked with the
project funded by the World Bank named “Assessment of the Current
State of the Shared Specialized Banking Database”, financed by the
World Bank and consulted by KPMG Vietnam. However, data
standardization and integration continue to pose significant challenges
for the banking sector, particularly as an increasing number of
participants, such as fintech companies, join the ecosystem to build a
comprehensive financial and banking information system.

Third, according to the Going Digital Toolkit note named “The
impact of data portability on user empowerment, innovation, and
competition”, established in 2024 by the OECD, data portability can be
improved by a step—-by-step method, including ad hoc data downloads
(version 1.0), ad hoc direct transfers of data to another data holder for
(version 2.0), and real-time continuous data transfer enabling
interoperability for (version 3.0). If the right of data portability is
considered to be added to the current legal framework regarding
personal data protection, the requirement of data erasure and transfer
without undue delay, following the international practices (e.g., GDPR
— EU; PIPA — Korea, etc.), poses more challenges related to the need
of thorough preparation for the development of Financial MyData
platform in the long—term. These preparations are strongly linked with
the vision of the high-level regulators, the strategy of establishing the
MyData platform on a cross—sector scale, and insights learnt from

experiences of other countries with successful MyData industries.
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Fourth, the benefit and profitability guarantee mechanism for all
stakeholders involved is a direct challenge to implementing the initial
step of establishing the Financial MyData platform. As discussed above,
robust data protection mechanisms (like strong consent frameworks
and security protocols) are non-negotiable for building trust and
ensuring ethical data utilization. Policymakers must also ensure that
regulations do not inadvertently stifle innovation. Thus, how to research
and introduce the benefit and profitability guarantee mechanism to
ensure the benefits to the whole community and increase the potential
stakeholders’ incentives to join the MyData industry is a big consideration
contributing to the successful initiative of the Financial MyData platform.
The benefit and profitability guarantee mechanism may include a
suitable revenue model for each participant, the possibility to develop
more add-value services which has high chances to generate profit in
the near future, and a fair compensation rate for data providers.

Finally, based on the role and number of state agencies and related
organizations that are expected to participate, establish, and monitor
the Financial MyData platform, assigning the missions and responsibilities
for each involved participant is also considered a significant challenge.
Defining and assigning roles for each participant may determine the
success of the Financial MyData platform since it will fully regulate all
the potential issues associated with personal data protection and
utilization without any fragmentation of authority and overlapping
functions in state management. For example, regarding the implemen-—
tation practices of Korea, the Financial MyData platform can not be
successfully implemented without the presence of FSC, FSS, and PIPC24)

as regulators and supervisory agencies, KCIS as the MyData Support

24) Personal Information Protection Commission
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Center (including data relay service), and FSI as an organization in
charge of technology standard setting, technical security support, and
the integrated authentication relay system operating. Without a
well-coordinated development roadmap, these structural mismatches
and stakeholder misalignments could significantly hinder the effective—
ness and scalability of a Financial MyData platform in Vietnam.

From the perspective of other participants involved in establishing
the Financial MyData platform (e.g., financial institutions as data providers,
private credit bureaus, and fintech companies as potential MyData
operators), developing and updating the IT infrastructure to ensure
data security for the data management system inside each
organization is a considerable challenge. According to the annual
financial statements of listed commercial banks, the year 2024 marked
a significant leap in technology investment within Vietnam’'s banking
sector, with total technology spending reaching VND 32,437 billion,
equivalent to US$1.25 billion, accounting for 14.85% of the industry’s
total operating expenses. This is the highest proportion recorded in
the past four years, reflecting a clear shift in the strategic mindset of
financial institutions. Whereas banks were previously cautious about
allocating budgets for technology due to cost barriers and implemen-—
tation risks, digital transformation has emerged as a critical driver for
improving  productivity, optimizing costs, and safeguarding market
share. According to the Vietnam Innovation & Tech Investment Report
2024, between 2013 and 2023, Vietnam's payment FinTech startups
attracted a total of US$1.04 billion in investment, while an additional
US$495 million was invested in financial services. In the context of
stricter personal data protection regulations, greater investment in capital
and high—quality human resources may be required to ensure effective

compliance.
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Additionally, another challenge to consider is the requirement to
increase financial education and social responsibility, reducing the risk
of moral hazard since employees in each organization involved are
aware of the importance of regulations related to personal data
protection. As long as employees clearly understand their responsibilities
and the legal consequences of mishandling personal data, they are
more likely to act following ethical standards and institutional policies.
Regular training sessions and compliance workshops can help reinforce
a culture of accountability and transparency across all levels of the
organization. However, this issue remains underestimated in Vietnam.
Numerous violations of legal regulations on personal data protection
have originated from the wrongful actions or lack of awareness among
employees or staff of some financial institutions or companies involved
in collecting and processing personal data. So, embedding data
protection principles into internal performance evaluations and risk
management frameworks is needed to incentivize proper behavior.
Over time, this strengthens the institution’s internal control
environment and enhances public trust in financial institutions’ ability

to manage personal data securely and responsibly.

3.1.4 The Governance Model Needs

As Vietnam considers the establishment of a Financial MyData
platform, a comprehensive governance model must be proposed to
ensure transparency, accountability, and consumer trust. Unlike
conventional data—sharing systems, the MyData model requires
multidimensional coordination between regulatory authorities, financial
institutions, technology providers, and consumers. Governance in this

context extends beyond legal compliance; it encompasses infrastructure



readiness, standardized consent mechanisms, institutional roles, and
public supervision. A sound governance framework should not only
facilitate secure data flows but also clearly define the rights and
responsibilities of each stakeholder in the ecosystem.

Korea's official launch of the Financial MyData initiative in 2022,
following careful regulatory preparations and inter-agency coordination,
offers essential lessons for Vietnam. The Financial Services Commission
(FSC) took a central role there, with regulatory support from the
Personal Information Protection Commission (PIPC) and technical
infrastructure built around the Open APl framework. For Vietnam,
applying this model with a proper adjustment to fit the current
situation of Vietnam's landscape requires early institutional alignment
and regulatory harmonization, particularly across the State Bank of
Vietnam (SBV), the Ministry of Science and Technology (MST), and the
Ministry of Public Security (MPS). These agencies must jointly ensure
that governance regulations support data portability, consent traceability,
cybersecurity, and equitable access. With these foundations, Vietnam
can develop a governance system that enables a secure and competitive
data economy, centered on consumer empowerment. The following
requirements outline three core components essential to that governance
model.

The first pillar of the governance model should be developing an
integrated system that enables financial consumers to manage and
control their data across all financial service providers. In Korea, the
integrated platform facilitated this function by allowing users to view
and manage their accounts, transactions, and credit data across
multiple banks, insurers, and fintech firms. This integration was
achieved through standardized APls, supported by national digital

infrastructure and monitored by the FSC. Vietnam must similarly build
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an interoperable data system that allows seamless connection among
banks, non-bank financial institutions, credit bureaus, and third—party
processors. The system should ensure data is shared under unified
technical and procedural standards, reducing fragmentation and
enhancing data reliability. Centralized dashboards or mobile applications
should be introduced to allow individuals to access consolidated
information on their financial status, aiding in informed financial
decisions. In addition, data access logs should be required by law to
record when and by whom data is accessed or transferred. This
enables effective audit mechanisms and strengthens consumer control.
Such infrastructure will also support the growth of digital financial
services by allowing new entrants to access verified data streams
securely and in a regulated manner. However, the design and
implementation of this system must involve broad consultation with
financial institutions and technology developers to ensure operational
feasibility. Legislative and technical coordination will be critical to
prevent data silos and to promote equity among all data stakeholders.

The second component of the governance model is creating a
standardized consent management system, enabling users to give or
withdraw permission regarding their data usage. This system must
provide transparency by clearly informing individuals when, where, and
how their data is processed, transferred, and stored. Korea addressed
this by amendment of its Credit Information Use and Protection Act,
which required MyData service providers to obtain explicit, time-limited,
and purpose-specific user consent. Consent records are digitally
stored; users can modify or revoke them in real-time via mobile
applications. In Vietnam, a similar system must be supported by clear
legal definitions of consent, following the framework already partially

outlined in PDPL. However, current enforcement and interoperability



mechanisms for consent across financial institutions remain limited.
Therefore, the governance framework should designate a lead agency,
such as the MST for the long—term consideration or the SBV for the
short—term consideration, focusing on the Financial MyData platform
initiative, to oversee the design and rollout of a unified consent
architecture. This system should also include visual dashboards for
users to track their consent history and receive alerts about
third—party data sharing.

Furthermore, consent transactions should be logged in secure and
immutable formats to prevent unauthorized changes or disputes.
Consumer financial education campaigns will be necessary to raise
public awareness and improve digital literacy on data rights. Overall,
the success of this component depends on its integration with the
broader regulatory and technical systems, ensuring legal enforceability
and system reliability across platforms.

The third critical component of the governance model is the
systematic assessment of current legal and regulatory frameworks to
determine their adequacy in supporting a Financial MyData platform.
Korea's MyData initiative was preceded by several years of legal
reform, including revisions to its Personal Information Protection Act
and new licensing criteria for MyData operators. These legal updates
provided the necessary clarity and institutional confidence for data
sharing. In Vietnam, while specific laws such as the Law on
Cybersecurity (2018), Law on Credit Institutions (2010, amended), and
the recently issued PDPL provide partial guidance, no unified legal
framework exists for financial data mobility. Regulatory fragmentation
poses a significant obstacle, with overlapping mandates among agencies
and conflicting data retention, consent, and cross—border transfers

provisions. A comprehensive legal impact assessment should be
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conducted to identify gaps, redundancies, and inconsistencies within
the current legislative environment. Based on this assessment, Vietnam
can determine whether new laws or amendments are necessary to
establish legal certainty and safeguard consumer rights. Importantly,
this process must be transparent, inclusive, and consultative, involving
all key stakeholders, including financial service providers, consumer
groups, legal experts, and government bodies. Lessons from Korea
show that MyData platforms may face regulatory bottlenecks that
undermine their scalability and trustworthiness without early legal
harmonization. Therefore, legal readiness must not be treated as a
secondary task but as a foundational element in the governance

roadmap for Vietnam's financial data ecosystem.

Comparative Analysis with Korea

3.2.1 Opportunities for Adaptation

a. Similarities and differences of the MyData platform established by

Korea with other successful models or international standards.

Thanks to the diversity of financial service providers in Korea’'s
financial ecosystem, the financial market in Korea illustrates its dynamic
and agile environment that facilitates all participants’ activities, targeting
financial consumers’ benefits and financial institutions’ profitability. The
development and upsurge of the MyData industry in Korea is inevitable
when the country puts much effort into focusing on human-centric
data management. Currently, the MyData platform, which is developed

and operated in Korea, is fostered with well-regulated legislation
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related to data protection, similar to some areas or countries having
strict regulations on data protection and utilization. The tables below
show similarities and differences between the MyData platform
operated in Korea and those in other countries and specific areas.

Based on the following analysis, Korea's MyData industry has
exhibited a markedly higher level of development than several other
countries that have introduced or are operating similar platforms. This
is particularly evident in its effective balance between safeguarding
personal data and enhancing the benefits available to stakeholders,
most notably in terms of data subject control rights and the capacity
to generate value and profit from data.

Supported by a robust and adaptable legal framework for personal
data protection, closely aligned with the regulatory standards of the
European Union, Singapore, and the United Kingdom, Korea's MyData
initiative continues to advance, progressively expanding the scope and
integration of financial data. This legal and institutional foundation
creates favorable conditions for financial consumers to access a
comprehensive and accurate view of their financial information, thereby
facilitating more informed, data-driven decision-making in the context
of financial services.

An examination of Korea's MyData implementation experience and
the notable similarities in financial infrastructure between Korea and
Vietnam suggests that Vietnam has significant potential to develop a
comparable MyData platform, focusing on the Financial MyData platform.
Such an initiative would serve not only as a practical mechanism for
exercising data subject rights under national legislation but also as a
catalyst for responsible innovation and the broader utilization of

personal data within the financial ecosystem.



b. Comparative analysis of the encouraged conditions to facilitate the

possibility of establishing the MyData platform in Korea and Vietnam

Similarity in financial infrastructure

Both Korea and Vietnam operate under centralized regulatory systems,
where the central bank plays a pivotal role in supervising the banking
and financial services sector. In Korea, the Bank of Korea (BOK)
oversees monetary policy, while the Financial Services Commission
(FSC) and the Financial Supervisory Service (FSS) handle regulatory
oversight of banks and financial institutions. In Vietnam, the State
Bank of Vietnam (SBV) functions both as the central bank and the key
regulator for monetary policy, banking operations, and financial stability.

The banking system structure in Vietnam and Korea also has some
similarities. Both countries feature a tiered banking structure, where
state—owned and private commercial banks dominate retail banking
and credit markets. Regarding the credit information sector, Vietnam
and Korea are both chasing the model of a proactive and competitive
ecosystem with the national-level credit registry and private credit
bureaus, in which the credit registry takes responsibility to support
state management functions, and the private credit bureau operates to
enhance financial access and risk management across banking systems.
In addition, the diversity of financial participants is a prominent
similarity, which represents the active financial ecosystem with a
diverse mix of banks, fintech firms, insurers, and non-bank credit
institutions (including consumer finance companies, e-wallet operators,

peer-to-peer lenders, buy now pay later service providers).

The possibility of promoting MyData industry with the Financial
MyData Initiative operated within the banking system.
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The Financial MyData Initiative has successfully promoted Korea's
MyData industry. With the coherent development stage (direct inquiry,
direct inquiry and store, request to transfer data to a third party,
one-stop inquiry to multiple companies, and control over all of my
data), Korea prudently implements a step-by-step development for
each sector, starting with financial sector and broadening with public
sector, telecommunication sector and medical sector. An increasing
number of MyData service subscribers and accumulated API transfers
illustrate the success and potential of the MyData platform in
facilitating secure and consumer—centric data exchange.

In Vietnam, the operational framework governing the credit information
sector distinguishes between public credit registries and private credit
bureaus, with each type of credit information service provider (CISP)
subject to a separate regulatory instrument. The activities of private
credit bureaus are regulated under Decree No. 58/2021/ND-CP, dated
June 10, 2021, issued by the Government of Vietnam, which provides
the legal basis for providing credit information services. In contrast,
the operations of the public credit registry are governed by Circular
No. 15/2023/TT-NHNN, dated December 5, 2023, issued by the State
Bank of Vietnam (SBV), which sets out specific provisions related to
the SBV's credit information activities.

Thanks to its capacity in policy formulation and implementation
supervision, similar to FSC and FSS, the SBV is well-positioned to
propose amendments to the current regulatory framework governing
its credit information operations. Such revisions would support the
development of the Financial MyData platform. Furthermore, the SBV
can coordinate with other ministries and relevant stakeholders to
facilitate the expansion of the Financial MyData initiative beyond the

financial sector, promoting broader data integration and cross—sectoral



application.

The advantage of the current project about the shared

specialized database in the banking system

Vietnam's banking sector is undergoing a rapid transformation
marked by the widespread adoption of digital transaction channels.
According to data from the State Bank of Vietnam (SBV), approxi-
mately 90% of transactions at many credit institutions are now
conducted through digital platforms, and over 87% of the adult
population holds a bank account. A broad range of banking services,
including deposits, account opening, card issuance, money transfers,
and lending, has been fully digitized, significantly reducing processing
time and operational costs while enhancing overall customer convenience.

Data has emerged as a vital asset in the banking sector, playing a
dual role in facilitating digital transformation and informing data—driven
policymaking. The availability of accurate and timely data supports more
effective and responsive policy development, contributing to improved
governance and financial inclusion.

In this context, the SBV officially launched the “Assessment of the
current status of the shared specialized banking database” project in
April 2025. Funded by the World Bank (WB) and the Swiss State
Secretariat for Economic Affairs (SECO), the project aims to design
and implement an integrated data system that supports end-to—-end
data governance, from collection and processing to analysis and
sharing, utilizing modern technologies and big data infrastructure. The
system is being developed with an emphasis on scalability, flexibility,
and interoperability with databases managed by other ministries, sectors,
and national platforms under Vietnam’s broader digital government

initiative. Notably, data standardization is a central component of the
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project. Thus, it is possibly regarded as a foundational condition for
the potential exploration and development of a MyData platform within

Vietnam'’s financial sector.

3.2.2 Ildentify the Potential Key Players Involved and the
Proposed Operational Structure for Establishing the
Financial MyData Platform in Vietnam

Based on the current assigned functions and duties of each
potential participant in Vietnam’s financial infrastructure, the likely key
players regarding the two functions, including governing the operation
of the Financial MyData platform and operating the Financial MyData

platform, are as follows:

1) Financial MyData platform: Potential regulators

« The State Bank of Vietnam (SBV): The ministry-level agency is
responsible for designing and proposing a suitable legal framework
to facilitate the Financial MyData Platform by amending the
current regulations related to credit information activities for the
public and private sectors.

* The Department of System Safety Supervision of Credit Institutions:
The state management agency operates under the SBV's regulation
and oversees the stability, safety, and prudential performance of
the banking and credit institution system in Vietnam. It operates
based on legal mandates outlined in the Law on Credit Institutions,
inspection laws, and specific SBV regulations (including data
protection-related regulations).

* A newly established agency: It is an independent authority tasked



with overseeing data protection laws, regulating personal data
handling, and resolving consumer complaints or disputes related
to data protection on a cross—sectional scale. Its role is similar to
that of PIPC (Korea) and PDPC (Singapore). Although The Depart-
ment of Cybersecurity and High-Tech Crime Prevention (A05) has
been assigned as the state management agency in charge of the
data protection affairs by the current regulation, an independent
authority with functions similar to PIPC and PDPC is essential for
guaranteeing neutrality, fairness, and transparency in how personal

data is collected, processed, and shared across MyData platforms.

2) Financial MyData platform: Potential core participants

* Financial Consumers (Data subjects): A financial consumer is any
individual who uses financial services and whose personal financial
information is collected, held, or transmitted under the MyData
business model.

* Data Providers: A data provider is a financial institution or related
entity (e.g., banks, card companies, fintech companies with
lending activities such as BNPL, P2P lending) that holds personal
financial data and is legally obligated to transfer such data to
licensed MyData operators upon user consent.

* MyData Operators: A MyData Operator is an accredited or
licensed entity that receives personal data from data providers
(e.g., banks, government agencies) based on the data subject’s
consent and offers value-added services (e.g., financial planning,
credit analysis, or data visualization) to the individual. These
operators are a core component of the MyData ecosystem,

functioning as intermediaries between data subjects and data
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providers under a regulated framework. The number of MyData
Operators should be prudently considered to fit the market size
and avoid the risk of market saturation and fragmentation.
Certification companies: A certification company is a trusted
third—-party service provider that offers secure user authentication,
identity verification, and digital certificate issuance to ensure that
the legitimate data subject initiates data access or transfer
requests. These companies are critical in enabling secure and
legally compliant data sharing between individuals, data providers,
and MyData operators, particularly where digital identity and user
consent must be authenticated. About 14 Fintech companies
currently provide eKYC solutions, some of which are funded or
are subsidiaries of big tech companies such as FPT and VNPT.
However, certification companies should meet specific requirements
regulated by a relevant state authority to participate in the
MyData industry.

Key Data Intermediaries (Data Relay Companies/Organizations to
ensure and support secure data flow): Key Data Intermediaries are
specialized entities (both public and private organizations) that act
as technical and operational bridges between data providers and
data recipients (e.g., MyData Operators), ensuring that personal
data is transmitted securely, accurately, and with the appropriate
consent of the data subject. They are responsible for standardizing,
encrypting, and routing personal data flows while enforcing legal
and cybersecurity protocols. In Vietnam’s banking sector, there
are approximately 1.640 People’s Credit Funds across 34
cities/provinces, operating to support mutual development and
improve livelihoods through financial services. Due to their limited

operational scale, some People’s Credit Funds cannot invest in



modern information technology infrastructure. As a result, the role
of Key Data Intermediaries becomes essential in supporting and
advancing the implementation of the Financial MyData platform in
Vietnam. To ensure the platform’s sustainable and continuous
operation upon its official launch, it is necessary to identify
capable and appropriate data intermediaries and formally assign
them responsibilities within the system architecture.

* The Department of Cybersecurity and High-Tech Crime Prevention
(AOB): A state management agency under the Ministry of Public
Security (MPS), tasked primarily with ensuring cybersecurity and
safety, as well as implementing measures for the prevention,
detection, investigation, and handling of crimes involving the use
of high technology. A05's role is similar to that of FSI in
developing security guidelines, conducting vulnerability assessments,
and providing technical support for participants involved.

* The National Credit Information Centre of Vietnam (CIC Vietnam):
the unique public credit registry operates under the regulation and
management of the SBV. It serves as the vital data infrastructure
behind Vietnam's credit market. It enables better risk management,
transparency, and policy support by providing credit reports and
other value—added services for better data—driven decision making.
Thus, CIC Vietnam can be a MyData support center like KCIS due
to its infrastructure, regulatory mandate, and neutral position in
supporting safe, standardized, and equitable financial data sharing.

The proposed operational structure is illustrated in the following

diagram.
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Figure 6. The Proposed Operational Structure of the Financial MyData Platform
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3.2.3 Institutional and Policy Gaps

Based on the analysis of the maturity and readiness of the current
legal framework regarding data protection to facilitate the development
of the Financial MyData platform, institutional and policy gaps can be
identified as shown in the table below. The analyzed dimension
includes: Legal Right to Data Portability; Lead Data Governance Body;
Data Dictionary / Taxonomy; Open API Specifications; Standard Consent
Framework; Centralized APl Gateway (Hub); Data Quality Management;
Security Oversight & Certification; Consumer Awareness & Trust.

The gap analysis highlighted critical challenges Vietnam must
address to successfully develop a Financial MyData platform aligned
with global best practices. Unlike South Korea, the UK, Singapore, and
the EU, Vietnam has not yet enacted a legal right to data portability;
this absence represents a foundational obstacle and must be urgently
rectified. Governance remains fragmented among ministries without a
centralized and independent authority, unlike countries with clear,

empowered regulators like the PIPC in Korea or the PDPC in Singapore.



Vietnam also lacks a standardized data taxonomy and mandated API
specifications, essential for interoperability and secure data exchange.
The consent framework varies by service, while other countries
provide unified dashboards and granular control mechanisms. Data
quality and cybersecurity oversight are also weak in Vietnam, with no
formal audit standards or certification programs, creating risks for
consumers and service providers. While SBV operates a centralized
APl system for banking, there is no national APl gateway for
cross—sector data sharing like Singapore’s SGFinDex. Compared to
robust public engagement strategies in Korea and Singapore, consumer
trust is low due to limited awareness and frequent breaches. Overall,
Vietnam faces high gaps in most critical dimensions and must
prioritize legal reform, standardization, security, and public communi-
cation. Addressing these priorities will determine the feasibility and
success of implementing a user—centric, secure, and scalable MyData

platform.
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Policy Recommendations and Implementation
Pathway

Although the legal regulations related to data protection and other
related sub-level regulations to promote the introduction of the
MyData service in Vietnam have a strong foundation, they are gradually
closer to the international benchmark. However, some existing legal
gaps highlight the need for a comprehensive strategy to strengthen
Vietnam’s regulatory framework and ensure effective enforcement
mechanisms. Drawing on advanced models such as the EU's GDPR,
Korea’s PIPA, and Singapore’s PDPC, the study puts forward several

recommendations for improving the legal system as follows:
a. Clarify and expand provisions on data subject rights

As discussed above, one of the primary shortcomings of Vietnam's
current legal framework is the lack of explicit provisions regarding data
subject rights, particularly the right to data portability. The GDPR
recognizes this right as fundamental, enabling individuals to transfer
personal data to another service provider. In Vietnam, this right
remains insufficiently codified, limiting users' ability to control their
personal information in the digital environment.

In the scope of the financial and banking sector, to facilitate the
establishment of the Financial MyData platform, it is therefore
recommended that the credit information-related regulation formalizes
the provision similar to the right to data portability, obligating online
service providers to implement secure, convenient, and interoperable

mechanisms for individuals to export and transfer their data to other



platforms. The credit information-related legal regulations for both the
public and private sectors should be integrated into a single regulation
regulated by the Vietnamese Government. The pilot result of the
Financial MyData Platform can be used as an incentive to propose the
right of data portability formalized in a higher level of legal regulation
(e.g., PDPL and Data Law issued by the National Assembly of

Vietnam).

b. Clearly define the mandates of data protection authorities and

stakeholders involved in the MyData service

Clearly defining data protection authorities' mandates and institutional
responsibilities is critical to enhancing enforcement. At present,
Vietnam's personal data protection oversight is primarily assigned to
the Department of Cybersecurity and High-Tech Crime Prevention
(AO5) under the Ministry of Public Security. This structure presents
risks of potential conflicts of interest, especially in matters involving
state data, and the fragmented authority across multiple agencies has
hindered effective supervision and dispute resolution.

Accordingly, it is recommended that the government consider
establishing an independent personal data protection authority, modeled
after the Data Protection Authorities (DPAs) in the EU, the Information
Commissioner’s Office (ICO) in the UK, or the Personal Data Protection
Commission (PDPC) in Singapore. Such a dedicated and autonomous
body would monitor compliance, address individual complaints, issue
regulatory guidance, and keep pace with technological developments.
It would also facilitate international cooperation to promote global
alignment in personal data protection standards.

The roles and responsibilities of each stakeholder involved in the
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Financial MyData platform and the specific requirements for potential
participants entering the MyData service should be clearly identified in
the legal regulation, as in the case of Korea. It will enhance the
benefits and obligations of each participant and ensure the operation

of the proposed Financial MyData platform without interruption.

c. Escalating the process of the project about the development of

the shared specialized banking database

The SBV is now on the way to promoting data standardization in
the banking sector, which is marked with the project funded by the
World Bank (WB) named “Assessment of the Current State of the
Shared Specialized Banking Database.” This project has a strong
linkage with establishing the Financial MyData Platform since it
promotes the process of data standardization across the whole
banking system. An expanded working group could be formed to
discuss and solve related key issues, such as API specification,
mechanisms to ensure business viability, the necessary number of

MyData operators fitting with the current market size in Vietnam, etc.

d. Launch a limited-use pilot for the Financial MyData Platform

To effectively assess the feasibility of implementing a Financial
MyData platform in Vietnam, initiating a limited-use pilot program
under close regulatory oversight is essential. This pilot should involve
a select group of three to five major financial institutions, including
commercial banks, consumer finance companies, fintech firms
participating in the regulatory sandbox, and a data intermediary such

as the Credit Information Center (CIC) or the Department of Information



Technology of the State Bank of Vietnam (SBV).

The pilot program should concentrate on key functional areas such
as account aggregation, credit information transfer, and consent-based
data access, enabling a realistic evaluation of technical and legal
readiness. Implementing standardized APIs and a robust consent
management interface will be essential to ensure secure and
user—controlled data flows.

Clearly defined roles and responsibilities must be assigned to data
providers, MyData operators, and the supervisory authority to ensure
compliance with legal requirements and facilitate coordinated incident
response. In addition, key performance indicators (KPls), including
system stability, user experience, data security, and error rates, should
be established to guide performance assessment.

The pilot will provide a valuable opportunity to identify and address
regulatory gaps, such as the absence of an explicit legal right to data
portability. It also offers a platform to collect stakeholder feedback,
enhance institutional capacity, and promote consumer awareness
regarding personal data rights and digital financial services.

By advancing through a controlled and well-monitored pilot phase,
Vietnam can minimize systemic risks while laying a solid foundation
for the nationwide rollout of the Financial MyData platform. This
approach is consistent with international best practices, as
demonstrated in countries such as South Korea and Singapore, where
pilot initiatives have been pivotal in refining system design and policy

frameworks.
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Conclusion

The development and upsurge of the MyData industry in Korea is
inevitable when the country puts much effort into focusing on
human—centric data management through well-regulated legislation
related to data protection. Sharing some significant similarities in
financial infrastructure, the pathway of developing and fostering the
MyData platform in Korea shows a valuable case study for many
countries, including Vietnam, to promote data protection and escalate

data utilization capacity, bringing benefits to the community.
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Abstract

This research examines the legal and institutional prerequisites for
developing a Financial MyData platform in Vietnam, with a particular
focus on the regulatory role of the State Bank of Vietnam (SBV).
Using a qualitative legal research approach, the paper analyzes
Vietnam's current data protection-related legal regulations and other
sub-level regulations and conducts a comparative review of
international models, focusing on the successful model of MyData
platform in Korea. Analyzing the maturity and readiness to establish
the Financial MyData platform in Vietnam and conducting a
comparative analysis about the supported elements for Vietnam's
financial infrastructure, the research highlights key regulatory gaps,
such as the absence of a formal right to data portability, data
standardization, APl specification framework, etc., and proposes a
phased approach through a controlled pilot program. Findings suggest
that while foundational elements exist, targeted legal reforms and
institutional coordination are essential to enable secure, consent-based
data sharing. The study offers policy recommendations for Vietnam to
develop a modern and secure environment for better human-—centric

data governance.

Keywords: MyData platform, MyData service, human-centric data

governance, data protection
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Abbreviations

Abbr. Full explaination

AOb The Department of Cybersecurity and High-Tech Crime Prevention
AlSPs Account Information Service Providers

API Application Programming Interface

BNPL Buy Now Pay Later

BOK Bank of Korea

CIC National Credit Information Centre of Vietnam
CISP Credit Information Service Providers

CIUPA Credit Information Use and Protection Act (Korea)
DPA Data Protection Authority

DPDP Decree No. 13/2023/ND-CP on Personal Data Protection (Vietnam)
DPIAs Data Protection Impact Assessments

DRS Data Subject Request

DTIAs Data Transfer Impact Assessments

EDPB European Data Protection Board

ekYC Electronic Know Your Customer

EU The European Union

FSS Financial Supervisory Service (Korea)

FSI Financial Security Institute (Korea)

FSC Financial Services Commission (Korea)

GASA Global Anti-Scam Alliance

GDPR General Data Protection Regulation (EU)

GovTech Government Technology Agency (Singapore)

ICO Information Commissioner's Office

ICT Information & Communications Technologies,
KCIS Korean Credit Information Service (Korea)

KIF Korea Institute of Finance (Korea)

LoCl Law on Credit Institutions

LOCIS Law on Cyber Information Security

LOCS Law on Cybersecurity

MAS Monetary Authority of Singapore

MPS The Ministry of Public Security (Vietnam)

MST The Ministry of Science and Technology (Vietnam)




Abbr.

Full explaination

OECD The Organization for Economic Co-operation and Development
OTP One time password

PCB Private Credit Bureau

PCR Public Credit Registry

PDPC Personal Data Protection Commission

PDPL Personal Data Protection Law (Vietnam)
PIPA Personal Information Protection Act (Korea)
PIPC Personal Information Protection Commission
PSD2 Revised Payment Services Directive

SBV The State Bank of Vietnam

SECO Swiss State Secretariat for Economic Affairs
TTPs Third—party providers

UK The United Kingdom
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